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Analisis de informes de DMARC:
¢y ahora qué?



LA SOLUCION:

D™MARCL:

EFICACIA DEMOSTRADA PARA REDUCIR
EL RIESGO DE SU CORREO ELECTRONICO

Protocolo DMARC de autenticacion, notificacion y validacion
de mensajes de correo electronico mediante nombres de dominio.
Funciona como un control de identidad con el nombre de dominio de su organizacidn.
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Registro de texto en el DNS para DMARC

Configuracion basica:
Host: dmarc. <dominio>

Valor: v=DMARC1; p=quarantine; rua=mailto:<direccion de correo>;
ruf=mailto:<direccion de correo>;

Configuracion compleja:
Host: dmarc. <dominio>
Valor: : v=DMARC1; p=none; rua=mailto:<direccion de correo>;
ruf=mailto:<direccion de correo>; fo=1; adkim=r; aspf=r; pct=100;
rf=afrf; ri=86400; sp=reject;
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Asi funciona @) &8

Buzon del
remitente

Servidor
SRIARE DNS del DEARC
remitente
Comprueba el
Registro O registro DMARC Rechazar: el correo no
DMARC _ |L):.: | del remitente %ﬂ validado por DMARC
publicado l J no llega a entregarse

Correo enviado Correo enviado & Correo validado Buzdn del

2

2 | destinatario
L ]

Servidor de correo Servidor de
] del remitente "i-) correo del

r destinatario

@:_ Cuarentena: el correo

no validado va a la

carpeta Spam

Envio de informes
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Informes de DMARC

« DMARC genera dos tipos de informes:
e Agregados
e Forenses (o de rechazos)
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Informes forenses o de rechazos
(etiqueta ruf)

* El numero de informes dependera de |la cantidad de mensajes de
correo electronico que se envien

* Estos informes ofrecen informacion sobre los mensajes marcados
como sospechosos

* Plantean cuestiones de privacidad
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Feedback-Type: auth-failure

User-Agent: szn-mime/2.0.41

Version: 1

Original-Rcpt-To: xxxx@seznam.cz

Source-Ip: 198.2.183.22

Authentication-Results: email.seznam.cz 1;
spf_align=fail;
dkim_align=fail

Delivery-Result: delivered\r\n\r\nReceived: from mail22.suwl3.rsgsv.net (mail22.suwl3.rsgsv.net [198.2.183.22
by email-smtpd9.ng.seznam.cz (Seznam SMTPD 1.3.106) with ESMTP;
Fri, 12 Jul 2019 10:01:20 +0200 (CEST)

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=fbl.mcsv.net; s=k1;
t=1562918478; bh=z+cM1nqHlHrjpgwrd2iSbq3xmFeT/V05Z0a5X0w5TY8=;
h=Subject:From:Reply-To:To:Date:Message-ID:Feedback-ID:List-ID:

] List-Unsubscribe:Content-Type:MIME-Version;
E e m I O d e b=QhxQk+uH4sVDFSYWdTJ rdFzJc3wTQITBBlq2FDnri+hfqMAMHaAfGVHytqUcnWL3x
J H6X0zZZkwp6KJc2vsm/cH1X1s10xaPWHG3ioK0aM5kv7B] fBX2PRATzPR4eaBvakZi
o2acfXIPaCZ+GeBNxaz5JKDTuteM/xavDjcbObXs=

)
I nfo r m e fo re n Se DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=mailchimpapp.net;
s=k1; t=1562918478; i=rortega=3D3Dasmusa.org@mailchimpapp.net;

bh=z+cM1nqHlHrjpgwrd2iSbq3xmFeT/V05Z0a5X0w5TY8=;

h=Subject:From:Reply-To:To:Date:Message-ID:List-ID:List-Unsubscribe:
O e re c a zo S Content-Type:MIME-Version;
b=1JriMQtloII7ciJrNISIOixgf2oWoCfaq/x02XnLq90zxEAXR8UObgWa01IJU8wq3+
001gUsru/Vd43B+umAAnKaRLoT3JjoExWh5B84cGnr+9MkcIWf+RB4QilG8GWtEgV1
04Wlo6pcuVupqSq0iCnrcuVI2L9hEWIXfnIqSMMQ=
Received: from localhost (localhost [127.0.0.1])
by mail22.suwl3.rsgsv.net (Mailchimp) with ESMTP id 451QNZ5cXVzt6G
for <xxxx@seznam.cz>; Fri, 12 Jul 2019 08:01:18 +0000 (GMT)
x-mcpf-jobid: mc.us7_22465175.1121249.5d283e46c424e.Tull_000002
Subject: =?utf-8?Q?New=20from=20microTalk=20for=2007=2F11=2F2019?=
From: =?utf-8?7Q?American=20Society=20for=20Microbiology?= <rortega@asmusa.org>
Reply-To: =?utf-8?7Q?American=20Society=20for=20Microbiology?= <rortega@asmusa.org>
To: <xxxx@seznam.cz>
Date: Fri, 12 Jul 2019 08:01:17 +0000
Message-ID: <1772a0600a0b532d47343e079.0636065ea3.20190712080112.ac71646aa0.3ffee3b2@mail22.suwl3. rsgsv.net>
X-Mailer: MailChimp Mailer - *%CIDac71646aa00636065ea3%x
; i T i s i EEL

Copyright © 2020 Global Cyber Alliance




GLOBAL
( J)) CYBER
ALLIANCE

Informes agregados
(etiqueta rua)

* Se envian en formato XML a la direccion que se indique
(pueden ser varias)

* El ndmero vy la longitud de los informes dependera de la cantidad de
mensajes de correo electronico que se envien

* Proporcionan:

* La oportunidad de corregir posibles problemas con los mensajes validos que
estan siendo bloqueados por las reglas

* Visibilidad con respecto a los sistemas que estan enviando correo con el
dominio de la organizacion (IP autorizadas y no autorizadas)
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Ejemplo
de informe

agregado

<?xml version="1.0" encoding="UTF-8" ?>
<feedback>
<report_metadata>
<org_name>google.com</org_name>
<email>noreply-dmarc-support@google.com</email>
<extra_contact_info>https://support.google.com/a/answer/2466580</extra_contact_info>
<report_id>6156901232184779430</report_id>
<date_range>
<begin>1466121600</
<end>1466207999
</date_range>
</report_meta
<policy_pubi§

<adkim>r</a

<aspf>r</aspf

<p>quarantine<

<sp>quarantine</

<pct>100</pct>
</policy_published>
<record>

<count>2</count>
<policy_evaluated>
<disposition>none
<dkim>pass</dkj

<identifiers>,
<header
</identifiers
<auth_results>
<dkim>
<domain>globalcybe
<result>pass</result>
</dkim>
<spf>
<domain>globalcyberalliance.org</domain>
<result>pass</result>
</spf>

nce.org</domain>
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Informes agregados

Domain

globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org

globalcyberalliance.org

IP

209.85.216.169

209.85.216.178

209.85.218.56

209.85.218.71

209.85.218.74

209.85.220.173

PTR

mail-qt0-
f169.google.com

mail-qt0-
f178.google.com

mail-010-
f56.google.com

mail-0i0-
f71.google.com

mail-0i0-
f74.google.com

mail-qk0-
f173.google.com

L,

1,

l,

l,

Cﬁ% o Policy
1 None
1 None
1 None
1 None
1 None
1 None

Copyright © 2020 Global Cyber Alliance

Applied

Override
Reason

none

none

none

nene

none

none

DMARC <

aligned
aligned
aligned
aligned
aligned

aligned

Raw ¢

pass

pass

pass

pass

pass

pass

DKIM

Domain

globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org

globalcyberalliance.org

DMARC <

aligned
aligned
aligned
aligned
aligned

aligned

@

pass
pass
pass
pass
pass

pass
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SPF
Domain

globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org

globalcyberalliance.org
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Validacion y rechazo con DMARC
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DESDE: dominio DKIM Alineacion DKIM SPF Alineacion SPF DMARC
empresa.com Valida Alineado: empresa.com Valida Alineado: empresa.com Valida
empresa.com Valida No alineado: dominio.com | Valida Alineado: empresa.com Valida
empresa.com Valida Alineado: empresa.com Valida No alineado: dominio.com | Valida
empresa.com Rechaza | No alineado: dominio.com | Rechaza | No alineado: dominio.com | Rechaza
empresa.com Rechaza | No alineado: dominio.com | Valida Alineado: empresa.com Valida
empresa.com Valida Alineado: empresa.com Rechaza | No alineado: dominio.com | Valida

Copyright © 2020 Global Cyber Alliance
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Alineacion SPF

Correcta:
From: info@globalcyberalliance.org
Return-Path: <info@globalcyberalliance.org>

Received-SPF: pass (google.com: domain of info@globalcyberalliance.org designates 2607:f8b0:4864:20::d34 as
permitted sender) client-ip=2607:f8b0:4864:20::d34;

Fallida:
From: info@globalcyberalliance.org
Return-Path: < bounce-mc.us15 71628198.660451-8bd9e9bfe7 @mail58.atl11.rsgsv.net >

Received-SPF: pass (google.com: domain of bounce-mc.us15 71628198.660451-
8bd9e9bfe7 @mail58.atll11.rsgsv.net designates 205.201.133.58 as permitted sender) client-ip=205.201.133.58;

Para que la alineacion SPF sea correcta, el dominio del encabezado de remitente (From:) debe ser el mismo
utilizado para la validacion SPF (dominios de ‘From:’ y ‘Return-Path’ en el ejemplo).

Copyright © 2020 Global Cyber Alliance 13



SPF SPF SPF GLOBAL
DMARC = solo Dominio N ‘ J))) CYBER
ALLIANCE

) globalcyberalliance.org
valida

Alineacion SPF

valida globalcyberalliance.org

valida  8lobalcyberalliance.org

valida globalcyberalliance.org

SPF SPF SPF

DMARC solo Dominio N globalcyberalliance.org

valida

mail925.suw111.mcdlv.net

no globalcyberalliance.org

. valida valida
alineado
- globalcyberalliance.org
no i mail95.suw111.mcdlv.net valida
alineado valiaa

, globalcyberalliance.org
valida

valida globalcyberalliance.org

valida globalcyberalliance.org
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DKIM DKIM DKIM
Alineacion DKIM = v (@) SR
ALLIANCE
globalcyberalliance.org -

] valida
Correcta:
. no . mail9.mcsignup.com
Encabezado del mensaje: alincado | ¥aIda
Desde: info@globalcyberalliance.org valiqa  Elobalcyberalliance.org
Firma DKIM: v=1; a=rsa-sha256; c=relaxed/relaxed; S
o . . obalcyperalllance.or,
d=globalcyberalliance.org; s=gca; h=mime- valida BT =
version:references:in-reply-to:from:date:message- balcvberall
. . , globalcyberalliance.org
id:subject:to :cc; vl
no valida mail13.mcsignup.com
alineado
Fa | I | d d. no , mail8.mcsignup.com
. lineado valida
Encabezado del mensaje: °
. . . il.mct .net
Desde: info@globalcyberalliance.org o valida  BMORTCREPRAE
Firma DKIM: v=1; a=rsa-sha256; c=relaxed/relaxed; s \aiqe  Maill0.mesignup.com
d=mail8.mcsignup.com; s=default; h=mime- alineado
version:references:in-reply-to:from:date:message- o valiiqa  &Mail.mctxapp.net
id:subject:to :cc; alineado
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¢En qué fijarse? @

Problemas con DKIM

Domain $ P

DKIM
$ PTR ¢  Country & Msg Count +  Policy Applied ¢ = Override Reason ¢
DMARC ¢ | Raw ¢ Domain ¢ DMARC:  Raw¢
globalcyberalliance.org  74.125.82.54  mail-wm0-f54.google.com 5| 1 None none fail fail globalcyberalliance.org  aligned pass
. . i ) Msg ) ) DKIM
Domain S P S PTR ¢  Country s ~ | Policy Applied ¢ @ Override Reason ¢
W Count G DMARC: = Raw ¢ Domain & | DMARC ¢  Raw 2
globalcyberalliance.org  209.85.213.48 mail-vk0-f48.google.com ) 1 None none fail permerror  globalcyberalliance.org  aligned pass
: 4 2 .| Msg Policy .  Override . DKIM
Domain 4 P S PTR ¢ | Country s v $ $
Gt Count Applied Reason DMARC ¢ | Raw ¢ Domain ¢ | DMARC: | Raw ¢
globalcyberalliance.org  64.98.36.17  forward.b.hostedemail.com il 1 Quarantine  none Larg'“ gned  Pass g}%{’%ﬁ%&%ﬁ;g{:&mtm s fail softfail

Copyright © 2020 Global Cyber Alliance
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Domain S
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Domain S

~
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Posible suplantaciéon

From: Domain IP
globalcyberalliance.org 54.240.11.129

From: Domain IP
globalcyberalliance.org 79.19.140.127

globalcyberalliance.org 79.32.109.90

globalcyberalliance.org 79.59.82.74

From: Domain IP

globalcyberalliance.org 89.64.62.8

globalcyberalliance.org 89.79.119.222

globalcyberalliance.org 89.79.180.168

PTR

al11-129.smtp-
out.amazonses.com

PTR

Country Messages

host127-140-dynamic.19-79-

r.retail.telecomitalia.it

host90-109-dynamic.32-79-

r.retail.telecomitalia.it

host-79-59-82-

74 .business.telecomitalia.it

PTR
89-64-62-
8.dynamic.chello.pl

89-79-119-
222.dynamic.chello.pl

89-79-180-
168.dynamic.chello.pl

Country Messages

1

Country Messages
N |

4

Policy
Applied

Reject

Reject

Reject

Policy

Applied

Reject

Reject

Reject

Policy
Applied

Reject

Override
Reason

none

Override
Reason

none

none

none

Override
Reason

none

none

none

DKIM
DMARC

fail-
unaligned

DKIM

DMARC

fail

fail

fail

DKIM
DMARC

fail

fail

fail

DKIM
Raw

pass

DKIM
Raw

none

none

none

DKIM
Raw

none

none

none

DKIM
d=

amazonses.com

DKIM
d=

none

none

none

DKIM
d

none

none

none

DKIM SPF
Selectors DMARC
fail-
unaligned
DKIM SPF SPF
Selectors DMARC Raw
fail fail
fail fail
fail fail
DKIM SPF SPF
Selectors DMARC Raw
fail fail
fail fail
fail fail

@
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SPF
Domain

SPF
Raw

pass amazonses.com

SPF
Domain

globalcyberalliance.org

globalcyberalliance.org

globalcyberalliance.org

SPF
Domain

globalcyberalliance.org

globalcyberalliance.org

globalcyberalliance.org
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Posible suplantaciéon? (07) Sveer

ALLIANCE

Policy Override DKIM DKIM DKIM DKIM SPF SPF SPF
From: Domain IP PTR Country Messages Applied Reason DMARC Raw d= Selectors DMARC Raw Domain
globalcyberalliance.org 149.72.1.211  wrgvhkdp.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net
mail.sendgrid.net unaligned V) unaligned
globalcyberalliance.org 149.72.29.62  wrqvkdpz.outbound- = il Reject none fail- pass sendgrid.net smtpapi  fail- pass  sendgrid.net
email.sendgrid.net unaligned V) unaligned
globalcyberalliance.org 149.72.31.62  wrqgvkfpz.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net
mail.sendgrid.net unaligned V) unaligned
globalcyberalliance.org 149.72.33.214 wrgvnkds.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi  fail- pass  sendgrid.net
mail.sendgrid.net unaligned o unaligned
globalcyberalliance.org 149.72.34.154 wrgvnnwx.outbound- E S| 1 Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net
mail.sendgrid.net unaligned V) unaligned
globalcyberalliance.org 149.72.35.27  wrqgvnpkb.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi  fail- pass  sendgrid.net
mail.sendgrid.net unaligned o unaligned
globalcyberalliance.org 149.72.37.247 wrqvnrft.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net
email.sendgrid.net unaligned (V) unaligned
globalcyberalliance.org 149.72.38.207 wrgvnscf.outbound- S| 1 Reject none fail fail flanderscraft.be s1 @ fail none em9542.flanderscraft.be
mail.sendgrid.net
globalcyberalliance.org 149.72.60.143 wrgvpcvf.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net
email.sendgrid.net unaligned o unaligned
globalcyberalliance.org 149.72.67.113 wrqgvqgptk.outbound- B il Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net

mail.sendgrid.net unaligned V) unaligned
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Proveedores de servicios de DMARC @ ALiANCE

AGARI

dmarcian
VALIPNVIAIL .
TRUST YOUR EMAIL prOOprI ntm
ONDMARC \
{©DMARC360
@ DMARC Analyzer
ProDMARC

‘ESDC”( by ProgiST Solutions
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Opciones «gratuitas» @ R

* National Cyber Security Centre (Reino Unido): https://github.com/ukncsc/mail-check
* St. Louis County (EE UU): https://github.com/wwalker0307/ElasticMARC
* Valimail Monitor: https://go.valimail.com/microsoft.html

e parsedmarc: https://github.com/domainaware/parsedmarc

e Conversor de XML a lenguaje humano (aconsejado cuando se reciban pocos informes):
* Dmarcian: XML Uploader

* Analizadores de DMARC (funciones limitadas)
e Postmark: https://dmarc.postmarkapp.com/
e MXTOOLBOX: https://mxtoolbox.com/dmarcsetup

* Herramientas externas:
 LinkedIn LaFayette: https://github.com/linkedin/lafayette/
» Rastreador SendGrid DMARC: https://github.com/thinkingserious/sendgrid-python-dmarc-parser
* Procesador de informes DMARC de Yahoo: https://github.com/prbinu/dmarc-report-processor

e Mas recursos disponibles en la pagina de codigo v librerias de DMARC.org

Copyright © 2020 Global Cyber Alliance 20
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«Verificacion
de destinatarios

externos»
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Por defecto, no es posible enviar informes a
dominios externos

Para hacerlo, el dominio destinatario debera
sefalar lo siguiente en el DNS:

Nombre: <dominio origen de informes>. report._dmarc
Valor: “v=DMARC1;”

* Ejemplo:
e tienedmarc.com._report. dmarc.tienedmarc.org

Copyright © 2020 Global Cyber Alliance 21
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Informes de DMARC y proteccion
de datos (RGPD / GDPR)

* Informes forenses: plantean cuestiones de privacidad
* Deberian redactarse informes de fallos

* Los informes solo se enviaran a las direcciones que se definan
en la regla DMARC

* Permiten conocer qué servidores estan enviando correo electronico
en nuestro nombre

Copyright © 2020 Global Cyber Alliance 22
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¢Y ahora queé?

* Revisar los informes
* Y ajustar SPF y DKIM segun corresponda

» Pasar a reglas estrictas (Quarantine/Reject)
« Seqguir revisando los informes
» Ajustar SPF y DKIM segun corresponda y siempre
gue se anadan nuevos servicios de correo

Copyright © 2020 Global Cyber Alliance 23
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Otros recursos

* DMARC.org (http://www.dmarc.org): gran fuente de informacion

 DMARC en la GCA:
https://dmarc.globalcyberalliance.org

 Foro de la comunidad de la GCA:
https://community.globalcyberalliance.org

* Recursos del Bootcamp:
https://dmarc.globalcyberalliance.org/dmarc-bootcamp/

Copyright © 2020 Global Cyber Alliance
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¢Preguntas?



iGracias!

Shehzad Mirza
gca-dmarc@globalcyberalliance.org
smirza@globalcyberalliance.org
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