
 

    Items Needed:   

    Public domains for DMARC registration     

    Inventory of mail servers     

    3rd party vendors used to send mail on org’s behalf     

    Admin level access to public DNS for org     

    If not, then access to person(s) with admin access to DNS     

    A generic mailbox for receiving DMARC reports (i.e. dmarc@domain.com)   

    Items to be aware of:     

  DMARC policy levels     

    None – No changes to incoming emails (recommended setting for initial setup)     

       Quarantine – If domains don’t match emails are sent your junk box             

       Reject – If domains don’t match nothing is getting to your inbox     

  Sender Policy Framework (SPF)    

  Domain Keys Identified Mail (DKIM)     

      

      

      



      

      

      

      

      

      

 


